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(54)Title: METHOD AND APPARATUS FOR NETWORK AUTHENTICATION 



(57) Abstract 

An ID entered from a personal 
computer or a mobile terminal is sent 
to an authentication server via a 
proxy server. In response to the ID, 
the authentication server sends 
current encrypting information to the 
proxy server. The proxy server 
provides the user terminal with 
one-time data input program based on 
the encrypting information. The 
program encrypts the password 
entered on the user terminal and 
sends it to the authentication server, 
and the authentication server then 
checks the validity. The 
intervention of the proxy server 
ensures the security of the 
authentication server. The provision 
of the one-time program in the form 
of a JAVA applet prevents illegal 
access by those intercepting the 
session. 
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PCT/JP99/06365 



From the INTERNATIONAL BUREAU 



PGT 

NOTICE INFORMING THE APPLICANT OF THE 
COMMUNICATION OF THE INTERNATIONAL 
APPLICATION TO THE DESIGNATED OFFICES 

(PCT Rule 47.1(c), first sentence) 



To: 



MINE, Tadao 

KF Building, 7F 

5-19, Takadanobaba 1-chome 

Shinjuku-ku 

Tokyo 169-0075 

JAPON 



Date of mailing (day/month/year) 

25 May 2000 (25.05.00) 






Applicant's or agents file reference 
991115 


IMPORTANT NOTICE 


International application No. 
PCT/JP99/06365 


International filing date (day/month/year) 
15 November 1999(15.11.99) 


Priority date (day/month/year) 

16 November 1998 (16.11.98) 


Applicant 

SAISON INFORMATION SYSTEMS CO., LTD. et al 



1. Notice is hereby given that the International Bureau has communicated, as provided in Article 20, the international application 
to the following designated Offices on the date indicated above as the date of mailing of this Notice: 

JP,US 



In accordance with Rule 47.1 (c), third sentence, those Offices will accept the present Notice as conclusive evidence that 
the communication of the international application has duly taken place on the date of mailing indicated above and no copy 
of the international application is required to be furnished by the applicant to the designated Office(s). 



2. The following designated Offices have waived the requirement for such a communication at this time: 

None 



The communication will be made to those Offices only upon their request. Furthermore, those Offices do not require the 
applicant to furnish a copy of the international application (Rule 49.1 (a-bis)). 

3. Enclosed with this Notice is a copy of the international application as published by the International Bureau on 
25 May 2000 (25.05.00) under No. WO 00/29965 



REMINDER REGARDING CHAPTER II (Article 31(2)(a) and Rule 54.2) 

If the applicant wishes to postpone entry into the national phase until 30 months (or later in some Offices) from the priority 
date, a demand for international preliminary examination must be filed with the competent International Preliminary 
Examining Authority before the expiration of 19 months from the priority date. 

It is the applicant's sole responsibility to monitor the 19-month time limit. 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has the 
right to file a demand for international preliminary examination. 



REMINDER REGARDING ENTRY INTO THE NATIONAL PHASE (Article 22 or 39(1)) 

If the applicant wishes to proceed with the international application in the national phase, he must, within 20 months 
or 30 months, or later in some Offices, perform the acts referred to therein before each designated or elected Office. 

For further important information on the time limits and acts to be performed for entering the national phase, see the 
Annex to Form PCT/IB/301 (Notification of Receipt of Record Copy) and Volume II of the PCT Applicant's Guide. 



The International Bureau of WIPO 


Authorized officer 


34, chemin des Colombettes 


J. Zahra 


1211 Geneva 20, Switzerland 


Facsimile No. (41-22) 740.14.35 


Telephone No. (41-22) 338.83.38 



Form PCT/IB/308 (July 1996) 
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PATENT COOPERATION TREA 

PCT 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 

(PCT Article 36 and Rule 70) 



Applicant's or agent's file reference 
991115 


FOR FURTHER ACTION 1^°^^ Preliminary 

Examination Report (Form PCT/IPEA/416) 


International application No. 

PCT/JP99/06365 


International filing date (day/month/year) 

1 5 November 1 999 ( 1 5 . 1 1 .99) 


Priority date (day/month/year) 

16 November 1998 (16.1 1 .98) 


International Patent Classification (IPC) or national classification and IPC 
G06F 15/00 


Applicant 

SAISON INFORMATION SYSTEMS CO., LTD. 



This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 



2. This REPORT consists of a total of 



. sheets, including this cover sheet. 



This report is also accompanied by ANNEXES, i.e., sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority (see 
Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 



These annexes consist of a total of 



sheets. 



This report contains indications relating to the following items: 
Basis of the report 
Priority 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 
Lack of unity of invention 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 



I 


I2SI 


II 


□ 


III 


□ 


IV 


□ 


V 


El 


VI 


□ 


VII 


□ 


VIII 


□ 



Date of submission of the demand 

02 June 2000 (02.06.00) 


Date of completion of this report 

16 February 2001 (16.02.2001) 


Name and mailing address of the IPEA/JP 
Facsimile No. 


Authorized officer 
Telephone No. 



Form PCT/IPEA/409 (cover sheet) (July 1998) 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



International application No. 

PCT/JP99/06365 



I. Basis of the report 



1. With regard to the elements of the international application:* 
| | the international application as originally filed 

the description: 

pages 2-15 

pages 

pages 



, as originally filed 

, filed with the demand 



1 



filed with the letter of 30 October 2000 (30.10.2000) 



the claims: 

pages 

pages 

pages 

pages 



, as originally filed 

, as amended (together with any statement under Article 19 

, filed with the demand 



1-4 



filed with the letter of 30 October 2000 (30. 1 0.2000) 



the drawings: 
pages 

pages 

pages 



1-19 



, as originally filed 

filed with the demand 



filed with the letter of 



I I the sequence listing part of the description: 

pages 

pages ^_ 

pages 



, as originally filed 



filed with the demand 



filed with the letter of 



With regard to the language, all the elements marked above were available or furnished to this Authority in the language in which 
the international application was filed, unless otherwise indicated under this item. 

Thes e elements were available or furnished to this Authority in the following language which is* 

□ 

the language of a translation furnished for the purposes of international search (under Rule 23 1(b)) 

□ 

the language of publication of the international application (under Rule 48.3(b)). 

the language of the translation furnished for the purposes of international preliminary examination (under Rule 55 2 and/ 
or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international 
preliminary examination was carried out on the basis of the sequence listing: 

□ 

contained in the international application in written form. 

□ 

filed together with the international application in computer readable form 
□ furnished subsequently to this Authority in written form. 

□ 

furnished subsequently to this Authority in computer readable form. 

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

The statement that the information recorded in computer readable form is identical to the written sequence listing has 
been furnished. 



The amendments have resulted in the cancellation of: 
the description, pages 

1X1 the claims, Nos. 5-10 

the drawings, sheets/fig 



5 [~l ThiS report has been estabIi shed as if (some of) the amendments had not been made, since they have been considered to go 
— beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 

* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to 
in this report as "originally filed" and are not annexed to this report since they do not contain amendments (Rule 70.16 
and 70. 1 7). 

* Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this report. 



Form PCT/IPEA/409 (Box I) (July 1998) 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



International application No. 

PCT/JP99/06365 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. Statement 

Novelty (N) 

Inventive step (IS) 

Industrial applicability (I A) 



Claims 
Claims 

Claims 
Claims 

Claims 
Claims 



1-4 



1-2,4 



1-4 



YES 
NO 

YES 
NO 

YES 
NO 



2. Citations and explanations 

Claims 1 , 2, and 4 

JP 8-335207, A (Hitachi, Ltd.), 17 December 1996 (17.12.96), page 2, left column, lines 2 to 43 
(Family: none) and K. Takaragi et al., "Firewall Internet Technology Relating to Firemall (in 
Japanese)," Tokyo: Shokodo, 10 June 1998 (10.06.98), pp.148-152 both describe a system that 
authenticates user access and comprises a proxy computer or a server that intervenes in data 
exchange with a user computer and a server that executes authentication. Regarding computer 
access authentication, JP, 7-212353, A (Nippon Yunishisu K.K.), 11 August 1995 (11.08.95), 
page 5, left column, lines 24 to 45 (Family: none) describes a technology in which a portion of 
the data used for authentication is changed for each access. Furthermore, regarding an 
authentication system, Naomasa Minami et al., "Research on the Development of the Platform 
for Self-decoding type Confidential Information Communication (in Japanese)," Symposium on 
Cipher and Information Security in 1996, 1996, SCIS96-01C describes the idea of generating 
and distributing an encryption program. Since each of these technologies relates to authentication 
in a computer network, there is nothing particularly difficult about combining the technologies 
together. Moreover, using a credit card number and a password of the owner of said credit card 
as the data used for authentication is matter for one skilled in the art to determine as appropriate 
in accordance with the system. 

Therefore, one skilled in the art could have easily accomplished the inventions described in 
claims 1, 2, and 4 based on the documents cited above. 

Claim 3 

None of the documents cited in the ISR describes the idea of the encryption information being an 
encryption key that specifies an encryption function from among a plurality of encryption 
functions. 



Form PCT/ IPEA/409 (Box V) (July 1998) 



